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Trustwave Security Testing Services

) IS YOUR SECURITY PROGRAM WORKING? TRUSTWAVE HELPS YOU CONNECT THE DOTS.

Benefits

® Conduct network,
application and
penetration tests with a
single solution.

® Augment your staff with
our elite SpiderLabs®
team of experts

® Implement a risk-based
approach to security to
make the most impact.
Make quick, informed
decisions and focus on
fixing the most dangerous
vulnerabilities first.

® Simplify security
management with a
consolidated portal
that gives you a holistic
view of your assets and
allows you to arrange
security tests, access
historical data and gain
comprehensive insights
on your risk exposure.

@® Maintain ultimate
control over your testing
schedule.

Maintaining an effective security program includes a combination of
prevention, protection and proof. Study after study shows that security leaders
believe security testing is a best practice, but few actually conduct regular,
proactive security testing to validate that their security controls are working.

There are a number of reasons for this discrepancy. For example:

* Many companies are not sure of what all their assets are
Preparing for a security test often requires hours of manual, administrative effort
* Companies need to look to multiple vendors to satisfy their constantly growing testing needs

* Managing multiple security testing vendors — and their individual service agreements, subscription cycles, and
statements of work — also places an unnecessary burden on resource-strapped security teams.

Trustwave believes it shouldn't be this hard to get the insights you need to improve your security posture. We offer a
full suite of security testing capabilities managed within a unified portal. You get a dashboard view of your entire asset
catalog to gain a comprehensive understanding of your risk exposure so that you can spend more time on the findings
and less time on the mechanics of testing.

Follow Best Practices With Ease

Trustwave enables you to easily follow the best practices in security testing. Once you are up and running in our self-
service portal, you can schedule unlimited discovery scans to identify and map out your organization’s assets. With
today's complex, distributed and fluid IT environments, it's difficult for companies to have a handle on their IT assets at
any given point in time. Using Trustwave's centralized asset manager, you can categorize them by location, function, and/
or importance.



Trustwave Security Testing Services

Access a Wide Variety of Testing Services

With our easy-to-use interface, you can schedule regular network and web application scans on each group of assets with the frequency determined by
your security program.

Security Testing for Networks Managed Security Testing

Gain insight into your network weaknesses so you can protect confidential Validate your application, network and database vulnerability management
information, ensure the integrity and availability of IT systems, and address programs and preform intensive testing on new assets and services with
compliance objectives Trustwave penetration testing.

Enterprise-Wide Risk Analysis and Trending

All vulnerabilities detected from scanning or penetration testing are listed in the centralized Findings Store permitting high level and trend reporting
across your organization. Instead of managing disparate vulnerabilities, you get a unified view of security risk exposure. It provides a risk-based approach
to security to make the most impact with resources.

Control at Your Fingertips

Trustwave Security Testing helps you avoid the hassles of multiple contract negotiations, because you can enroll your testing targets directly into the
testing platform. The online testing menu makes it easy to select different degrees of testing based on the target's risk level. As a Trustwave Security
Testing client, you simply log into the platform to monitor your security posture, schedule tests and view findings.

* Schedule tests with ease, enabling you to maintain a secure environment over time
* Examine your budget and account history at-a-glance
* Monitor your security posture through a centralized dashboard

e Drill down into detailed findings

Security Expertise at Your Fingertips

Trustwave's penetration testing services are delivered by Trustwave SpiderLabs® — an advanced security team focused on forensics, ethical hacking and
managed application security testing. Lessons learned through the thousands of manual assessments and millions of scans per year are continuously put
into practice to offer the greatest value for your security spend.
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